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87% Risks are not Financial

Legal & Compliance

Operational « Fraud Material risk events

* Hurricane Katrina * Product liability claims encountered in the past three
* Data center Wtﬂm * Mis=ed time ine for I'E'gﬂl Ehﬂ.l'gEE- !Ears ['I:ﬂr E“te.rprises over

* Delivery nisk * Embezzlement of parts T

e L E el e US$5 billion in revenue).

* ERP application crash

* Plant disaster causing production stoppage

Strategic

* Indusiry consolidation and globalization

* Error-filled release of software upgrade

* Change in core product demand

* Cancellation of major customer contracts

* Performance standards and service quality

Environmental / Health

* West Nile Virus

» Safety crisis

* Compliance with environmental standards
* Food zanitary management problem

* Climate change

* Enwvironment pollution

olitical/Geopolitical

* Change of government — and minonty governments
* Grants and budget changes

* Constant change of ministers

* Federal Accountability Act

* Terrorizm

Financial
* Currency exchange rates
* Inferest izsue and increasing reserves
* Accuracy of realistic balance sheet reporting
* Apility to manage cash
* Mon-transparent marksts
* Economic recession
* Energy and commodity cosis
Source: BM Globs! Business Senvices, The Global GFO Study 2008
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- 7|Et B A Q| Zet 378EE, AHAIE S, IPR, ZF AT OHE

Ol2ict A 2tA0f et Crfot HEfS| 20| 7|gel dE= st US
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Global Reqgulation

THE Sarbanes-Oxley(SOX)
BASEL II

IFRS

REACH(zlst=H 22| #3)
ROHS(EER=E AFEX T

_|Ok

Eup(O| H X|AHE A S 2t X[ )
ELV(@EH| XtESXE M 2| X H)
HIPAA(QIEHEEH T )

IT Governance (COBIT)

L & 2] A 22| X = (COSO)
NIIPAZ| QI E & & )

Ao

*BASEL II (20084 ~2009H)

*IFRS (200943 ~20114)
A2A Y SeE (2009E)

7|2 EetE el A (0]78)
K| £ 7ts 8 3-15026000215 (B]F)

WEEE(H 7| A B 7| =X 2| X| &)
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Price of control deficiency
for $1 billion company
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-GHA oA™Y 2Rt (Adequate) GEEE (A EF+H| A )
-ME| A (Trustfully) [UA|, = A|0f|(Timely), & 35tA|(Fully), & A|(Disclose) & A

-BEEEE dLstE 718 WE AABREHER EXNHO| MOiZE 7ts E =5 EEO| HEE
Al 2=l (Quality control and assurance system)= 2= A
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- IT: HEHQL BCP, Privacy

— Compliance : &H|AXtE2 2, AML (Anti-money laundering)

— Risk Management: 28uIX|, M 22d, 2 H, A|ELIH, Basel
— Finance : A1 292|&, Basel, A|&|&, SOX

— Legal : AH|XIE S, AML, E-8IX]|, FSG

— Internal Audit : MEIA Ol LY EZEAL St

J2iLt O|X| F=M|= Task-oriented compliance program2 Z 2 E{ Process-oriented compliance
program (K| &0l B AEQL 8002 HIP| 1 S -> GRCO| WRM 5
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GRC (governance, risk and compliance)= 7|g0| 7|z 2 E E
ntetstn o|F &el, E55ts Z2alar =X 3}

AHoln Q= o=t =2ddS
oo X%}
HT =

GRC ¥4

L& ZAt(Internal audit)

Al ===(Regulatory compliance)
2 2™ (Operational risk) 2t
SOX ===

2 dtX| (Anti-fraud))

4 E 2 & (Legal)

7| = 2t2|(Records management)
g 2 | Pk(Information security)
X538 BA=(BCP)

ME /A2 = (Credit/Market risk)
IT 2X|2t2[(IT matter management)

Haoll Lot abPE ol A

GRC =9 &5

Event definition/ Scoping
Risk/ Control assessment
Control monitoring

KPIs/ KRIs

Control testing/ Validation
Advisory / Reporting

Policy/ Procedure
Incident management
Deficiency management
Change management
Records management
Communications/ Training
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............. |8 Bt [ Risk Intelligence | B 2 '.‘ AL, 9 e Aldstn BlE|she A|AH
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7112| GRC &3 2 Governance, Risk Management, Compliance ZtZt2| 0| K7|XH o =2
AZE|O Ao, 7|l 883 N1E ot MHHQ =H5el HEE
FEEEEENRENEE] GRCO| 2 x
Governance 4 A== GRC BLIEY U oIS 1A |
|
| 1
N ~ T A o& ala
Risk FHE gEe || 2Eyel oEae -
fand X i =2 =
7| & 0[O X| 5t=f) /2| 2te&) =
E35}
| I od
| 1 1
Tz | T | AT L|E =X 4 AL XFSIO| )
(2t8) (=1A) (799 ||[(maMA/ED) oy gl Ay =2z
Compliance -REACHY | -IFRSY | -Zf= 2 BFET EH%E
ROHS?2 | -HpHITIY | gsoo|| -HSHSH st 7|ge
-WEEE® | -SOX® A -HAHS \ ddH A1 )
1) REACH (2007) :3lstEH OHHE 5 8 £9012 o|Rstst= SE AT ol M 5IsHE A A/ (Registration, Evaluation, Authorization & Restriction of Chemicals)

) (
2) RoHS (2006) : M7|/MXHZ = 67 22(L, 67/ 8,7l E 5,52, PBB, PBDE)0|| CHSt A2t A| (Restriction of Hazardous Substances)
3) WEEE (2005) : I ™ 7|/M XA E X 2| X| & (Waste Electrical and Electronic Equipment)
4)IFRS  (2011): 20114 1 EoXo =2 X2 0F o= HAXEM BELRF 23 =l = X|Z| A 7| =(International Financial Reporting Standards)
5)HPE T (2007) : &l Rp7|XH20)| Ciet Btz S8 UM7F H/stn A AHitof| Tie A 8IS0 e XH7| AiE2g2 At HE

) )

AL 2R FHS SO FYO| SHHS =0l ZHT0) et MY HTRSHE RAHMHIPIx-S 52l H)

_—="==

6) SOX (2002
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GRC Technology Framework

Governance | ZL|E{& Bl QI

s X ds IZ> THHICHS MAP

Risk =2 ¢/ at2| Dashboard
MARE 2 e
Management H A HZ ols| My Ol =X [

Compliance | 7 x| w2

~
e || A= Lf 5 S 5|
@A) || (B9 || ( E2MX/HD) ||

-

Technology Infrastructure
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= H2 X (Access Control) Of EHﬁJ SH| FAUH

» Authentication (AF2 X} Q15)Q| O|H|

= ID ol 35 AME, FE/EIXXLIDO| AHE

- M2 729X 2 EA S O
= SOD (Segregation of Duties) 0f Cigt EX| FA4H
ek 2hel, 718, 52, tiAL 52 & =] flt

= O L—1 HT T

dE =7 @570 tiet SH =X (AN OtAH dd1 X5 H5, AS ot= OFAH

o
et Te Y g7 & gEI s oS UA BF )

w B ASE (Authorization) O CHst EX| F ™
= Super user #ot 8 ut=ot Ak ARZAH0| Ciet M2 dot SH O/
= Y& HFof g #ok 0] HE
= AE0 mrE #oh MA o] 28
= Q13 I 2 M A (Business Process) O CHSF E&| | 4A
= CFR Z2MA flow &0 SHAR =5 E= FE}
. 24 7|& O/H|

Y T2 A2 Cf2 20 Y
S5 250 712 9 selo| oy
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GRC A|ARlIo| Hod - HEAAH SH FHEH(0]=x)

Segregalion of duties 389,

Securing sensitive information/data privacy
Data change managamst

Application configuration managemant
Managing super-user access

Traneaction monitoring

Managing departmental/functional access
Managing temporary access (e.g., contraciors) 17%

Don't know/unsurs 24%

Cther  JEE

Source: IT Role in GRC survey, Oracle, 2007
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GRC A|AHIO] QM - As-Is GRC: E&/d, 1H|E, 554

CURRENT STATE

In some organizations, the current state of governance, risk and
compliance processes is disorganized, unnecessarily complesx and
fragmented.

POOR INTEGRATION
- DUPLICATION

? I 4
1
ORGANIZATIONAL ; LACK OF VISIBILITY ?
& FUNCTIONAL . .
SILOS ? T ‘ %

T

o

SLIPPING THROUGH :ﬂ
THE CRACKS

N AL e

7
~ UNMNECESSARY COMPL
P iND INFLEXIELE

VULMNERABILITY
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To-Be GRC A|AEIS AISER|->O0LER|, £
>ESTA M, TH|8->HHE 24S E8)A 7|Yo| 34

FUTURE STATE

As with any enterprise process, it is possible to
realize a future state where GRC processes
are organized, strearmlined and efficient. -
Oirganizations that accormplish this will
unlock hidden walue and help drive
toward their enterprise objectives.

TRANSPARENCY

AND VISIBIUTY

INTEGRATION LOWER COSTS

- /E‘h . 5‘;0/.', -
[N o ommnr s K
~diEEsnh, ————

H"'T""f/\____,/

4 3 o

EFACIENT AND EFFECTIVE
USE OF RESOURCES

i e T DRl
jill ©<*=*

) ol =

SEBH CHUSE M-
o e

AN EE 2
Critical |
Success -
Factors
Team

Leadership alignment and the
right miz of skills to see and
analyze the entire situaticon

Openness
Willimgness to listen; face the
facts; don't shoot messengers

Enterprise Perspective
Get out of siloed thinking
1o see the big picture

Fact-Driven Analysis
Accurate, relevant informa-
tion that reflects reality; use
both guantitative and
qualitative evidence

Clear & Compelling Story
Murnbers will not speak for
thermselves — the numeric
case must be supported by

a narrative case

ORACLE
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Process
Role-based Portals

Business Intelligence & Analytics

Performance : : Compliance
Risk Intelligence
Management Management
Ly

Business Process

Controls Monitoring & Testing

Manual Controls Automated Controls
Applications Infrastructure

People

ORACLE
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Risk Intelligence Dashboards: Integration and Collaboration

' I
: - P Sym—— Cm—

—— : : LS o 1
| — [ - - |
: Sarbanes cio Field Audit External Audit I
: PMO —_ _(404 App) _ Audit Committee :
| l.-_-n-?r — — ::: o = = ——. 3
| = e 2 — :
! Business internal 1
| CEO/CFO Unit . Disclosure HR/

I o — Committee Training :
1 020 BRI R R EEEEEEEeYYy O .H I
1 : 1
I Internal Financial Control it el 1
5 - Systems Mgmt Mgmt I
I Control Mgmt Reporting Monitoring ILM
| ( ) |
| e ———— |
I I o o o e R R R O O R R O R O R O R O R O R O o I
Security E-Learning
Documen
ERP Databases ocument

I

|

I

I

Retention I

|

I

I

Hardware/Operating System/Network Infrastructure |
|
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GRC AMAH9] 7|52 B9F - LIFSH

B Reference Architecture : Internal Control Documentation and Assessment

Internal Control
Security Documentation and
Assessment

Financial Control Systems Info Lifecycle
Reporting Monitoring Mgmt Mgmt

E-Learning

h_____‘

Provides sustainable environments to enable the documentation, monitoring, assessment, and reporting on
internal controls on an onaoina basis
Internal Control

Documentation And Functionality
Assessment activities

Associated Oracle
GRC Products

Documentation Documenting the processes relevant to Sarbanes Oxley and Risk & Compliance Management
risks and controls for each process; identifying and documenting * GRC Manager
related policies, procedures and system documentation; template = Project Portfolio Management

test plans for relevant controls, issue documentation and tracking
Controls Management

= Application Access Controls
Assessments Risk and control assessments; evaluating desian and operating » Application Configuration Controls

effectiveness of controls; issue identification
Access Manager

Database Vault
Testing Documenting results of control testing; issue identification

Reporting Reporting by process, business unit or financial statement line i tem;
status reports; deficiency reporting; dashboards, issue reporting

ORACLE
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B Reference Architecture : Financial Reporting

F_____

I |
Securit Dclarc‘:i:r;iltact?:rt\rglrl 4 Financial l Control Systems Info Lifecycle E-Learnin
y Reporting 'Vlonitoring Mgmt Mgmt 9
Assessment I
|

Includes the consolidated financial reporting across many systems to help in the management of
financial information, consolidated reporting and the financial closing process

Financial Reporting Functionality Associated Oracle
Activit ies GRC Products

Performance Management

= Financial Consolidation

= Enterprise Planning & Budgeting
= Balanced Scorecard

Accounting consolidation Inter-company eliminations, transfer pricing, foreign exchange,
industry specific, tax, allocations, cash flow

Process man agement Workflow, consolidation, submissions, audit ability of adjustments, . .
: Risk & Control Intelligence
sign-offs ) .
= Fusion GRC Intelligence
= Business Intelligence
Reporting and Disclosure Consolidated reporting, footnote disclosures, XBRL, linkage of

internal controls to financial reports

ORACLE
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B Reference Architecture : Control Monitoring

r —_— — —_— — —_—
I

l
Fmanaall Control I Systems Info Lifecycle
Reporting Monitoring | Mgmt Mgmt

Addresses the as-needed automatic monitoringLfor_acTTviﬂ'es_suEH as a transaction adherence to policies and
defined controls, fraud prevention, segregation of duties and changes in controls

Internal Control
Security Documentation and
Assessment

E-Learning

Associated Oracle

Monitoring Activit ies Functionalit
9 y GRC Products
Changes in Control Monitoring changes in the parameters in control configuration tables Operational Intelligence
= BPEL Process Manager
= Business Activity Monitoring
Searegation of Duties & Ability to know wh o has access to various transactions and/or Data Audit
User Access modules; an access matrix for defining incompatible = Audit Vault

transactions/functions; monitoring access tables for potential access
conflicts; monitoring who has accessed transactions, modules and
content

GRC Manager

Controls Management
= Application Access Controls

Transaction Monitoring Analyzing transactions for anomalies outside the parameters of = Application Configuration Controls
controls, monitoring for completeness and accuracy transactions

and other unusual transactions outside tolerance levels Identity & Access Management

= Access Manager
» Identity Manager
» Enterprise Single Sign-on
IVIONITOriNg Manual process sucn as reconciiiations, perioaic ciosing = Virtual Directory
compliance certifications

‘ ORACLE '

Process Monitoring



Deloitte

GRC A|2A®I0| 7|5 Yo - HY

e

o

B Reference Architecture : Systems Mgmt.

F_____

. 351 C(?ntrol Financial Control Systems Illfo Lifecycle .
Security Documentation and o . E-Learning
Reporting Monitorin Mgmt Mgmt
Assessment

Addresses repeatable IT process execution and the real-time status and management of IT
infrastructure assets underlying a company's financial systems

. . Associated Oracle
Systems N.Ia.n.aqement Functlonallty
Activities GRC Products
Configuration Management Identify and define configuration items; monitor status of Change Management
configuration items; approval process for accepting and/or modifying = Enterprise Manager

change requests

Change & Release Introducing new or changed configuration items to the infrastructure;
Management promoting software and hardware into production
Incident & Problem Documentation and resolution of inc idents, restore services to
Management minimize service disruption, logging, trouble tickets, communications
Availability Management Ensure services are available to the customer at the level defined by

the service level agreement, s  ervice availability, monitoring
infrastructure enhancements

ORACLE
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B Reference Architecture : Info Lifecycle Mgmt

r—_—_—

Internal Control - . .
. . Financial Control Systems Info Lifecycle .
Security Documentation and . . E-Learning
Reporting Monitoring Mgmt Mgmt
Assessment

L e e - -

Addresses the critical components of Sarbanes Oxley as it relates to document retention and enterprise
content management including the processes, procedures and technology to manage and archive data

Information Lifecycle Associated Oracle

Management activities Functionality GRC Products
Document Management Document Management and Retention policies; document capture, Eiczjnt'ent MiaréagetmetntM .
and Retention classification, tracking, and retention management niversal Lontent Vlanagemen

» Universal Records Management
» Content Database
Records Disposal E -mail and document elimination per policies; tracking » Records Database

» Information Rights Management

Information Classification Taxonomy to classify documentation, category maintenance
documents, recovery by classification

ORACLE
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B Reference Architecture : Security

Internal Control
Security Ibocumentation and
I Assessment

Financial Control Systems Info Lifecycle
Reporting Monitoring Mgmt Mgmt

E-Learning

Addresses the protection of financial information. It provides for secure access to information and
applications, Segregation of Duties, and auditing of access

. . .. . . Associated Oracle
Security Activities Functionali
y b GRC Products
Configuration Management Base configuration parameters; periodic evaluation and Identity & Access Management
of Security and Controls improvements of security and control parameters; applicable to * Access Manager
platform, middleware and application » Identity Manager

» Enterprise Single Sign-on
* Virtual Directory

Segregation of Duties and Establishing segregation of duties matrix; identifying appropriate
User Access roles for users; managing user access to infrastructure, applications
and content

Data Security

= Database Vault

» Label Security

» Advanced Security

= Secure Enterprise Search

Network Infrastructure Firewal Is, anti-spam, anti -virus, intrusion detection, incident response Controls Management
Security = Application Access Controls

= Application Configuration Controls

Safeguarding Assets Appropriate physical restrictions to critical infrastructure, applications
and content

ORACLE
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B Reference Architecture : e-Learning

r

Addresses training documentation as it relates to Sarbanes-Oxley Compliance. Organizations need to
provide credible documentation that key staff have been trained on compliance requirements.

Associated Oracle

E-Learning Activities Functionality GRC Products
Documentation and Content Creating content, publishing to e-Learning system, managing and E’c;_llcy I\{Ianalslement .
Management archiving content earning vlanagemen
* Policy & Procedure Portal
Delivering Training End -user interface to access, participate  and complete the training;

learning management systems

Tracking Participation Documentation on who has completed the training and when

ORACLE




Deloitte

-

GRC A[2Rlo] 7|5 Y - S3 ZA

B Reference Architecture : Integration and Collaboration

Integration and Collaboration

Enables efficient the processes and interfaces that support continuous monitoring and control

Integration and Associated Oracle

llaboration Functionali
Co al?o. atio unctionality GRC Products
Activities
User Interaction Access, review and input information; web-based interface Risk & Control Intelligence
applications; integrated portal; customized views based on user; * Fusion GRC Intelligence
reporting = Business Intelligence
p I . p Iati fl . Operational Intelligence
rocess Integration rocess correlation, workflow, routing « BPEL Process Manager
= Business Activity Monitoring
Data Integration Validate data, transform data, data quality GRC Manager
Data Audit
= Audit Vault
Application Connectivity Integrate multiple applications, messaging between applications

ORACLE
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&2 M: B|Abe] MBIt BH0| Hgke Solution X 7|&9 A % £
Metrics & h':::ar:::;i Governance 8
Measurements =9 Policy
Proactive + Data Quality

Risk

Intelligence -»~ Compliance

Management

Mear Real Time
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