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for this webinar.

To qualify you must attend at least 50 minutes of this webinar.

* Please note: State Boards of Accountancy have final authority on the
acceptance of individual courses for CPE credit.
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Blograories and Introductiorns

Bob Benoit is the president of Lord & Benoit, a full service internal controls
compliance firm (SOX consulting, NAIC, FDIC, GAO, SOX IT) with clients
worldwide. Lord & Benoit focuses on the unique needs of small to mid
sized entities. Bob serves on the COSO Monitoring Project Taskforce. He
has served on the AICPA Peer Review Acceptance Board in MA for ten
years. He has taught Compliance with SOX 404 throughout the country
through the State CPA Societies. He is the author of the Lord & Benoit
Reports, which have been referenced by the SEC, PCAOB, Wall Street
Journal, Business Week, all Big 4 firms and over 200 newspapers,
magazines, legal, educational and trade journals. Bob is also the first
evaluator to use the 2006 COSO Guidance for Smaller Public Companies,
the inventor of Virtual SOX taught on the AICPA Technology website and
research contributor to the SEC Subcommittee, SEC Concept Releases and
SEC/PCAOB Internal Control Roundtables
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o “Virtual SOX” Driving Down
Costs

Lord & Benoit Reports
i e o Ongoingly Lord & Benoit
« Lord ort: Bridging the
e Lord ort: The Sarban =
i I releases white papers such as
« The Importance of Corporate Valuj

e o Education
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Incustry Soecific Res

Lord & Benoit releases leading edge
SOX education and research. For
instance, “Impact of SOX on the

Manufacturing Industry’.
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Disclairner

The literature contained herein is not intended to
substitute authoritative literature published by the
respective regulatory agencies. Professionals are advised
to consult with legal and accounting authorities on all
matters before implementing professional standards.
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Purpose of Monitoring Guidance
Nature and Purpose of Monitoring

Practical Examples of Establishing a Foundation for Monitoring
 Tone from the Top
*  Organizational Structure
* Roles of Management and the Board
e Characteristics of Evaluators
 Baseline Understanding of Internal Control Effectiveness

Practical Design and Execution of Monitoring Procedures
* Understand and Prioritize Risks
*  Fraud risk
 Design of Controls
* |dentifying Key Controls
e |dentify Persuasive Information
* Ongoing and Separate Monitoring Evaluations
* OQutsourced internal controls
e Using technology

Practical How to Assess and Report Results
* Prioritize and communicate
 Reporting internally
* Reporting externally
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e Observations
* |mprove Effectiveness, Efficie
. Reliability of Financial Reporti
rercon syt * Eliminating RecEi
| * Illlustrative Guidance
' * Does not change COSO Frame
iy * Does not dictate risks to con
:  Does not mandate exact proc
 Does not increase effort w
monitoring is effective
* Does not mandate certai
formality
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Nature

s ontrol
Control
Activities
Information an

itoring

Ongoing evaluations
Separate evaluations

Risks change over time
Monitoring needs to be rel
Manage and mitigate mea
to organizational objective
entirety
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Establish a
Foundation

-
= e

Assess &
Report

*» Tone from the top
» Organizational structure
» Baseline understanding of internal control effectiveness

* Prioritize risks

* |[dentify controls
» ldentify persuasive information about controls
* Implement monitoring procedures

* Prioritize findings
* Report results to the appropriate level
* Follow up on corrective action
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Tone from the Top
Organizational Structure
Roles of Management and
the Board

Characteristics of
Evaluators

Baseline Understanding @
Internal Control
Effectiveness
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Understand and Prioritize
Fraud Risk

Design of Controls
|dentifying Key Controls
|dentify Persuasive Informa
Ongoing and Separate
Monitoring Evaluations
Outsourced internal co
Using technology
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* Prioritize and communic
* Reporting internally
* Reporting externally
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Example of Professional
Services Organization

* COSO Usage Document
(see Appendix A for
excerpts from this
document)
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Example of Small Software
Company

e Organizational Chart

* Roles of Management
* Role of the Board
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Example Small Manufactu
Company

Audit Committee

Manual Journal Entries
Fraud

Management Overrides

Lord&Benoit||| ] J

Shining Light on Section 404 Compliance



Characteristics of Evaluato

Competency
Objectivity
Ongoing
Separate
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Baseline Un¢ r» of Internal

Example: Small Semiconduc
R&D Organization

Selection of GAAP

Use of Estimates
Allowance

Standard costs

Asset impairment
Evaluation of goodwill
Search possible loss
contingencies
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Understand and Prioritize
Fraud Risk

Design of Controls
|dentifying Key Controls
|dentify Persuasive Informa
Ongoing and Separate
Monitoring Evaluations
Outsourced internal co
Using technology
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Prioritize Risks
Identify Controls
Identify Information
Implement Monitoring

Information

will persuasively
indicate whether the
internal control system
is operating effectively
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Example: Beverage Manuf
and Distributor

Material or complex risks
Systems changes

Errors or Fraud Found
High Turnover areas

Past issues
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Example: Small Manufactu
 T— po——— Com pany

cost-effective procedures ,:* risks to organizational
to gather and evaluate objectives

that persuasive

information Implement ) o
| Wi Design of Controls

W= Significance and likelihood
| ' Key Controls to monitor
Collectively
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mation

Example: Medium Sized
re— Manufacturing Company

cost-effective procedures = . o risks to organizational
to gather and evaluate . .
that persuasive

information
Implement ,)
Monitoring Prioritize
Risks Releva nt

objectives

Identify Relia ble

Information Identify

Controls
Identi Identify key

ify (]
information that controls across the I I l I I e
will persuasively ST internal control system
indicate whether the — that address those
internal control system prioritized risks

g o — Payroll Monitoring (Direc
Indirect information)
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Implemen pcedures

Example: Chain Retail Store
Company

Understa
risks

Ongoing monitoring
Separate evaluations
Daily, weekly and monthl
operational indicators Se¢
example in Chapter 5, V
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Example: Manufacturing Co

Must still be managed pro
Should understand and pri
risks with those services
Periodic information obtai
Payroll Service
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Example: Financial institution

Continuous control monito
Loan granting

Loan provisioning/perform:s
Money laundering
Counterfeit checks

SARs (Suspicious Activity
Wire transfer anomalie
Charts with regressic

for non performir
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* Prioritize and communic
* Reporting internally
* Reporting externally
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Example: Government Agen

Prioritize

Likelihood
Compensating controls
Aggregation of multiple
deficiencies

Experience and objectivi
control deficiency eva
process.
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Example: Insurance Services

Direct responsibility
Oversight responsibility
One level higher

Board

Minor Deficiencies
Reportable Deficiencies
Significant Deficiencies
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Example: Small Financial Inst

Withstand scrutiny of outsi
auditors, regulators

Using evaluators with highe
degree objectivity

Increase use of direct info
Increased formality and
documentation
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. N COMMITTEE OF SPONSORING
A ORGANIZATIONS OF THE TREADWAY COMMISSION

Guidance on Moni
Internal Control

The viewpoints expressed do not necessary represent those of the
Committee of Sponsoring Organizations. Principle Contributors,
Observers, Review Team or other members of the COSO Task Force
~ Bob Benoit
President Lord & Benoit, LLC
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Corrtinuing Professional Ecucatior)

If you would like CPE credit™® for this webinar:

1. Please email LizK@Lordandbenoit.com today.

2. Be sure to include your full name in the email
3. You will be asked to complete an Evaluation Form and a Survey Questionnaire
We will send you a

1. Certificate of Completion form

2. Copies of Slides are available on website www.section404.org

» Please note: State Boards of Accountancy have final authority on the acceptance of
individual courses for CPE credit.

 As mentioned earlier, Lord & Benoit is not registered with NASBA
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COSO Monitoring Guidance
Impact to Smaller Public
Companies

Questions?

Lord & Benoit, LLC
Bob Benoit
(800) 404-7794 x204

BobB@LordandBenoit.com
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