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Sec t ion  404 o f  the  l andm ark  Sarbanes-Oxley Ac t  has  been h igh l y  cont rovers i a l  s ince 
i t s  incept ion  i n  2004.  Cr i t i c s  argue that  the  cos ts  o f  com ply ing wi th  Sec t ion  404 
exceed the benef i t s .  Advocates  po in t  to  em pi r i ca l  s tud ies  tha t  show SOX-com pl i an t  
com panies  had m arket  bea t ing  ga ins  las t  yea r .  So we  know that  the  cos ts  do not  
exceed the benef i t s ,  bu t  cou ld  the  cos ts  be lowered? W hat  can we do to  d r i ve  cos ts  
down and v i nd ic a te  the  exc e l lence o f  cont ro l l ed  g rowt h?  

One way is  to  spend m ore t im e on m eaningfu l  r i sk  assessm ents ,  com pany- leve l  
cont ro ls  and f raud det ec t ion  than on less  re levant  process - leve l  cont ro ls .  
Fur therm ore,  f rom  an IT  pe rspec t i ve ,  m any have taken a  l inea r  approach to  
com pl iance ra t he r  than concent ra t i ng  on in t erna l  cont ro ls  over  f inanc ia l  repo r t ing .   

But  what  e lse  can be done bes ides  chang ing the  approach? W e be l ieve the  answer  i s  
v i r t ua l  SOX com pl iance.  

Paradigm Shi f t  

The concept  o f  pe r fo rm ing a  Sec t ion  404 e f fo r t  f r om  a rem ote  locat ion  requ i res  us  to  
th ink  ve ry  d i f fe rent l y  about  how Sox 404 e f fo r t s  are  per fo rm ed.  How cou ld  we 
poss ib l y  tes t  the  des ign and opera t i ng  e f fec t i veness  o f  a  com pany f rom  afar ,  never  
m ind com ple te ly  rem ote ly?  The key i s  unders tand ing tha t  SOX com pl iance i s  a  
management  se l f  assessment .  I t  i s  no t  an  independent  aud i t .  The re fo re  o t he r  
m em bers  o f  m anagem ent  can par t i c ipa te  in  t he  p ro j ec t  as  long as  the i r  ob jec t i v i t y  i s  
no t  im pa i red.  W e can re ly  on loca l  adm in is t ra t i ve  ta len t  to  gather  backup docum ents ,  
scan,  up load and obse rve access  cont ro ls .  Th is  i s  the  f i rs t  open door  t o  the  v i r t ua l  
sox com pl iance pathway.   

The second,  i s  the  use o f  s im ple  and a f fo rdab le  techno logy too ls .  For  those who have been i nvo l ved in  
in form at ion  t echno logy fo r  a  wh i l e ,  the  use o f  rem ote  techno logy i s  not  a  ve ry  new concept .  W hat  d i f fe rence  
does  i t  m ake i f  the  serve r  i s  in  the  next  room  or  in  To ront o? Let ’ s  i l l us t ra te :  

Top Contro ls  and Contro l  Design Revi ews  

A l l  SOX com pl iance e f f o r t s  shou ld  s ta r t  wi th  a  top -down r i sk -based approach.  Th is  m eans  we s tar t  our  v i r t ua l  
SOX p ro j ec t  w i th  a  rev iew o f  com pany leve l  account i ng  cont ro ls ,  COSO com ponents  and ente rpr ise  r i sk  
assessm ent .  Beg inn ing wi t h  inqu i r i es  o f  the  com pany’ s  account ing  s ys tem s ,  enterpr ise  and f raud r i sk  
assessm ent ,  cont ro l  env i ronm ent ,  in form at ion  and comm unicat ion ,  we then m ove to  m apping o f  s ign i f i cant  
accounts ,  locat ions ,  p roc esses ,  asser t ions ,  use o f  es t im ates  and se lec t ion  o f  account ing  p r inc ip l es .  The too ls  
we recom m end are  v i r tua l  SOX comm uni t ies ,  d ig i t a l  l i b ra r ies ,  phones ,  confe renc e ca l l s  and on l i ne  m eet ing  
too ls .  

Once the above com pany l eve l  cont ro ls  are  docum ented,  assessed and redes igned ( i f  needed) ,  the  pro jec t  
can m ove in to  t he  p rocess  or  ac t i v i t y  l eve l  cont ro l  tes t ing  phase.  Th is  i s  where  t he  use o f  tec hno logy 
acce lera tes :   

COMMUNI CATIONS:  

 Teleconferenc ing,  chat  room s and on l ine  aud io  v isua l  m eet ing  too ls .  

 W eb cam s for  m ore pe rsona l  comm unicat ion .  

 W eb-based p resenta t ion  too ls  us ing sc reen sha r i ng  (our  m ach ine o r  the  c l ien t ’ s  m ach ine cou ld  be v iewed 
or  changed rea l  t im e) .  
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 I ns tant  m essag ing.   

 Share contac t  l i s t s  inc lud ing the  outs ide  aud i t o rs .  

 E-m ai ls  fo r  cop ies  o f  f inanc ia l  s ta tem ents ,  spreadsheets ,  journa l  en t r i es  and d is c losure  check l i s t s .   

DATA COLLECTION A ND MANAGE MENT:  

 Docum ent  scans .   

 VPN connec t ions  fo r  sc reen shots ,  da ta  i n teg r i t y  t es t ing  and access  cont ro ls .  

 Screen shots ,  da ta  in t eg r i t y  tes t ing  and access  cont ro ls .   

 Vers ion cont ro l  and access  cont ro l  too ls  to  p revent  unauthor i zed on i nadver t ent  f i l e  changes .  

 Shared s i te  fo r  shar ing  any  docum ents  wh ich  i s  m ore secure ,  espec ia l l y  one wi th  SSL cer t i f i ca tes .  
es tab l i shed to  enc rypt  any up loads  and downloads  to / f rom  the s i te ,  so  i t  i s  the  pre fe r red cho ice .  

PROJECT MA NAGEMENT:  

 SharePoin t  i ns ta l la t i on  (such as  En l igh tened Techno log ies )  or  o the r  W eb pro j ec t  m anagem ent  too ls  such 
as  Basecam p.  

 Onl ine  p ro j ec t  m anagem en t ,  schedu l ing  and task  m anagem ent  too ls .   

 Autom at ic  not i f i ca t ion  o f  docum ent  updates .  

Process Contro l  L is ts  

The p rocess  leve l ,  ac t i v i t y  leve l  and tes t ing  o f  in fo rm at ion  techno logy cont ro ls ,  t yp ica l l y  rep resents  the  m os t  
t im e-consum ing par t  o f  a  SOX p ro j ec t .  I t  a lso  rep resents  the  m os t  in t rus ive  e lem ent  to  com pany m anagem ent .  
There fo re  the  key to  a  success fu l  v i r tua l  sox com pl iance e f fo r t  i s  the  proper  se lec t ion  o f  a  popu la t i on  and 
sam ple  s ize .  A  deta i l ed  l i s t  o f  spec i f i c  t ransac t ions ,  sc reen shots  or  cont ro l  repo r ts  to  be tes ted g ives  the  
pro jec t  team  and/o r  m anagem ent  a  s ta t i c  l i s t  to  unde r take.  A  rem ote ly  genera ted  and p rec ise  l i s t  a lso  
a l lev ia t es  m uch o f  the  inconven iences  assoc ia ted wi t h  anothe r  g roup o f  aud i to r  t ypes  pac ing the  ha l lways  
look ing fo r  m ore i n fo rm at ion .  I t  i s  essent ia l  to  ask  the  r igh t  ques t ions  however  to  m in im ize reques ts  a f te r  
reques ts  a f te r  reques ts .  To  genera t e  a  com prehens i ve  l i s t  o f  ques t ions ,  we rec omm end popu la t ing  the  cont ro l  
m at r i ces  and tes t  m at r i ces  f i rs t .  By popu la t i ng  the  m at r i ces  f i rs t ,  you are  assured  o f  b road s weep ing cove rage 
o f  the  key cont ro ls .   

Spreadsheets  are  m os t  comm on for  eva luat ing  t he  des ign and tes t  o f  cont ro ls .  Spreadsheets  are  idea l ,  
par t i cu la r l y  i n  sm al le r  pub l i c  com panies ,  as  eve ryone  knows  how to  use a  sp readsheet  and they are  f lex ib l e  
enough t o  be m olded to  the  com pany’s  needs .  However ,  fo r  l a rge r  com panies ,  t h is  proc ess  i sn ’ t  very  secu re  
and can qu ick l y  becom e cum bersom e.  The benef i t s  o f  m oving the  sp readsheets  to  a  dat abas e inc lude the 
fo l lowing:  

 Consis tenc y  — A dat abas e is  idea l  as  i t  o rgan i zes  in form at ion  i n  a  cons is tent  m anner .  Th is  speeds  the 
rev iew process  as  peop le  natu ra l l y  know where to  l ook  fo r  the i r  des i red data .  To fu r ther  keep the 
database under  cont ro l ,  som e com panies  have dec ided to  m ove to  s tandard  r i sk  and cont ro l  l i b ra r ies  tha t  
a re  updated by cent ra l  da t abase adm in is t ra to rs .  
 

 Quick Searching  — Onc e s tored i n  a  database,  not  on ly  i s  the  i n fo rm at ion  bet t e r  o rgan ized fo r  fu tu re  
ac t ion  but  i t  a lso  p rov ides  a  sound foundat i on  fo r  repor t ing  and sea rch ing the  c o l lec t i ve  r i sk  m anagem ent  
data .  The fas ter  searched,  the  fas ter  cont ro l  i ssues  are  f i xed and p rocess  im provem ents  em erge.  
 

 Secur i t y  — Som e users  wi l l  need access  to  a l l  l eve ls  o f  the  dat abas e whi le  o t he rs  wi l l  on ly  need access  
to  the i r  spec i f i c  task  wi t h in  the  com pany which  m ay be one cont ro l  in  the  dat abase.  W hi le  such s t r i c t  
leve ls  o f  secur i t y  m ay not  be  necessary ,  the  r i gh t  am ount  o f  secu r i t y  shou ld  be assessed based on the 
com for t  leve l  o f  the  o rgan i za t i on .  
 

 Risk M anagement  Ale r ts  and Issue M anagement  Workf low  — Prov ides  a le r t s  to  in teres ted s takeho lders  
in  the  r i sk  m anagem ent  process  depend ing on new env i ronm enta l  cond i t ions  wi th in  the  bus iness .   

 

 



 

 

Data  Anal ysi s  
 
Many SOX cont ro l  tes ts  can a lso  be pe r fo rm ed rem ote ly  on a  c l ien t  account ing  sys tem  v ia  VPN access .  
Rather  than go on s i te  t o  se lec t  sam ples  fo r  exam ple ,  c l ien t  account i ng  data  can  be accessed rem ote ly .  
Sam ples  are  then se lec ted  us ing aud i t  da ta  ana l ys is  too ls ,  and the resu l t i ng  se lec t ion  can be com m unicated 
back  to  the  c l ien t .  Th is  can  be done wi thout  anyone runn ing a  repor t  o r  som et im es  even t a lk ing  to  
m anagem ent .   

Som e cont ro ls  can be tes ted 100 percent  and rem ote ly  us ing dat a  ana l ys is  too l s  tha t  a l low us  to  look  fo r  
except ions  wi th in  data  f i l es .  Th is  i s  usefu l  in  the  tes t ing  o f  j ourna l  en t r ies  wh ich  are  a  f avor i t e  area fo r  
m anagem ent ’s  es t im at ion  and over r ide  and the re f ore  a  key a rea for  rev iew.  Aga in ,  us ing aud i t -spec i f i c  da t a  
ana l ys is  too ls ,  the  data  can qu ick ly  be p rocessed wi t h  suspec t  jou rna l  en t r ies  s e lec ted fo r  d iscuss ion wi th  
m anagem ent .  

Lessons Learned  

The consensus  seem s to  be tha t  v i r tua l  sox com pl iance i s  the  leas t  vexing way to  e f fec t i ve ly  com ply  w i th  t he  
in terna l  cont ro l  ove r  f inanc ia l  repo r t ing  requ i rem ents  o f  SOX Sec t ion  404.  I t  a lso  seem s to  be the  m os t  cos t  
e f fec t i ve ,  even fo r  subs id i a r ies  o f  m ajor  co rpo ra t i ons .  There  a re  no t rave l  t im e or  t rave l  cos ts .  The rem ote  
“ tes ters ”  a re  we l l  t ra ined and superv ised requ i r ing  m in im al  c l ien t  in te rac t ion .  Meet ings  a re  schedu led in  
advance,  e l im inat ing  the  need fo r  ad  hoc  reques ts  fo r  in form at ion .  I f  approached  cor rec t l y ,  the  r igh t  
ques t ions  are  asked in  advance,  adm in is t ra t i ve  s ta f f  a re  used to  the i r  f u l les t  and a  top -down r i sk -based 
app roach is  used to  genera te  a  r i gh t -s ized l i s t  o f  in t erna l  cont ro l  recom m endat ions .    

However  a  comple t e ly  v i r tua l  sox com pl iance prog ram  is  not  wi thout  i t s  l im i ta t ions .  Good com m unicat ion  i s  
exponent i a l l y  m ore im por tant  in  the  v i r t ua l  sox env i ronm ent .  Very  spec i f i c  reques ts  are  needed to  m in im ize 
back  and fo r th  m iscomm unicat ions .  E -m ai ls  on l y  go s o  fa r  — som et im es  we have to  p ick  up the  phone!  G iv ing  
m anagem ent  enough t im e to  gather  the  necessary  in f orm at ion  i s  v i t a l  fo r  a  sm ooth  v i r tua l  sox com pl iance 
e f fo r t .  And f i na l l y ,  ons i t e  i nqu i r ies  shou ld  be cons ide red i n  cer t a in  i ns tances .  For  ins tance tes ts  o f  the  
com pany leve l  cont ro l  env i ronm ent  (e th ics  and in tegr i t y )  and f raud r i sk  assessments  are  som et im es  bes t  
observed in  pe rson.  

Ove ra l l ,  we found m anagem ent  seems e la ted wi t h  the  v i r tua l  sox p rocess .  Cos t  e f fec t i ve ,  e f f i c ien t  and 
m in im al  d is rupt i on  are  the  h ighes t  pra ises .  Seem s l i ke  a  winne r!  
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