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Bob Benoit

¹ President and Director of SOX Research at Lord & Benoit - a SOX consulting firm specializing in 
smaller public companies 

¹ Serves on COSO Monitoring Project Taskforce 

¹ Has served on the AICPA Peer Review Acceptance Board for 10 years

¹ Peer Reviewed the quality of over 100 CPA firms in past 17 years

¹ Author, The Lord & Benoit Reports referenced by SEC, PCAOB, SEC Advisory, SEC Staff, SEC 
Commissioners, Wall Street Journal, Big 4, U.S. Chamber of Commerce, AAA, AICPA, IIA and  
over 200 newspapers, magazines, legal, educational and trade journals.

¹ Taught Sarbanes-Oxley Section 404 compliance across the country through State CPA Societies 
and various other organizations

¹ Significant Contributor to SEC Interpretive Guidance ïsee SEC Concept Release and PCAOB 
websites

¹ Invented Virtual SOX compliance methodologies ïAICPA Technology 
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¹Regulatory Update
¹Key lessons learned from historical SOX efforts
¹Scalable model to SOX compliance for maximum 

efficiency
¹Define Virtual SOX compliance and understand its cost 

saving benefits 
¹ Learn to apply the linkage and integration of SOX 

efforts for testing controls and cost recovery audit
¹Questions and Answers
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Course Outline



Regulatory Update
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Section 404(a) - SEC Requirements

ñThe Sarbanes-Oxley Act Section 404(a) requires 

public companies (including non-accelerated filers) 

with fiscal years ending after December 15, 2007 to 

perform a Management Assessment and report on its 

system of Internal Controls over Financial Reporting 

(ICFR).  

ALL filers, foreign, domestic, accelerated and non-

accelerated must comply regardless of market 

capitalization.
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Regulatory Update



ñIt is the SEC Division of Finance's view that the 

failure to provide this management report 

RENDERS THE ANNUAL REPORT MATERIALLY 

DEFICIENT.ò  

ñIf management DID NOT COMPLETE THE 

EVALUATION and provide the report as required by 

Item 308T(a), the company would not be timely or 

current in its Exchange Act reporting
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Regulatory Update



Failure to perform an assessment ñwould result in 

the company NOT BEING ELIGIBLE TO FILE NEW 

FORM S-3 or FORM S-8 REGISTRATION 

STATEMENTS and the loss of the availability of 

Rule 144.  

Additionally, ñbecause the filing of the Form 10-K 

constitutes the Section 10(a)(3) update for any 

effective Forms S-3 or S-8, THE COMPANY ALSO 

WOULD BE REQUIRED TO SUSPEND SALES 

UNDER ALREADY EFFECTIVE REGISTRATION 

STATEMENTS.ò
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Regulatory Update



For more information see CAQ Alert #2008-94
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Regulatory Update

http://www.thecaq.org/members/alerts/CAQAlert2008_94_12312008.pdf
http://www.thecaq.org/members/alerts/CAQAlert2008_94_12312008.pdf
http://www.thecaq.org/members/alerts/CAQAlert2008_94_12312008.pdf


Section 404(b) - PCAOB Requirements

ñUnder Sarbanes-Oxley Section 404(b) outside 

auditors of ALL filers are required to test and 

express an opinion on internal controls over 

financial reporting under PCAOB (Public Company 

Accounting Oversight Board) Auditing Standards for 

years ending after December 15, 2009.
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Regulatory Update



Section 404(b) - PCAOB Requirements

ñRegarding SOX 404é right now, we have a system 

where some issuers are complying with 404 and 

others are still exempt from it. Itôs time that we bring 

uniformity to the system so that investors know what 

to expect from companies, while being sensitive to 

the needs of small businesses. 
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Regulatory Update

Quote taken from questions from Senator Carl Levin for Mary Schapiro, now Chair of 

the Securities and Exchange Commission, January 8, 2009



Key Lessons Learned from 
Historical SOX Efforts
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Lessons Learned ïMaterial Weaknesses

Source: Lord & Benoit Report: First Year SOX Results for Small Business Benefits of the Delays



Overall 32% had ineffective audit committees

Ç14.1% (451 companies) of non-accelerated filers were 

non-compliant indicating ineffective oversight of financial 

reporting by the Board and/or Audit Committee.

Ç Plus another 3.4% thru self reporting (110 companies) a 

materially ineffective, nonexistent or understaffed audit 

committee (19% of adverse non accelerated filers vs. 1.9% 

for accelerated filers)

Ç And one could argues another 14.5% thru (465 

companies) through other forms of self reported material 

weaknesses  

Lessons Learned ïAudit Committee

Source: Lord & Benoit Report: First Year SOX Results for Small Business Benefits of the Delays



Scalable Model to SOX 
Compliance to Maximize 

Efficiency
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Consideration of Entity Level Controls 

ñUnder the Commissionôs rules, managementôs annual 

Assessment of the Effectiveness of Internal Control over 

Financial Reporting must be made in accordance with a 

suitable control frameworkéò 
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Scalable Model to SOX Compliance



www.COSO.ORG
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COSO (Committee of Sponsoring 
Organizations of the Treadway Commission

http://aaahq.org/
http://www.aicpa.org/
http://www.financialexecutives.org/
http://www.imanet.org/
http://www.theiia.org/
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COSO (New! Monitoring Framework)
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Scalable Model to SOX Compliance



www.section404.org
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Scalable Model to SOX Compliance



YOUR

I NDUSTRY

SOLUTION

Free Leading Edge SOX research of material 
weaknesses reported by accelerated filers, 
broken down by industryé  

www.Section404.org

www.section404.org

Your Industry

Free Industry Specific 

SOX Research:
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Identification of Financial Reporting Risks

ñManagementôs evaluation of the risk of misstatement 
should include consideration of the vulnerability of 
the entity to fraudulent activity.ò
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Scalable Model to SOX Compliance



www.section404.org
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Scalable Model to SOX Compliance



www.section404.org

Entity Level Accounting Controls

ėPeriod End Closing Activities

ėUse of Significant Estimates

ėApplication of GAAP

ėGeneral Ledger

ėDisclosures
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Scalable Model to SOX Compliance



ñManagement then evaluates whether it has controls 

placed in operation that are designed to adequately 

address those risks.ò 
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Scalable Model to SOX Compliance



www.section404.org
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© Copyright 2009 : Lord & Benoit, LLC   www.Section404.org 

Scalable Model to SOX Compliance



Company Level 
Controls

Risk 
Assessment

Design of 
Controls

Test Operating 
Effectiveness

www.section404.org
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Scalable Model to SOX IT Compliance



Cost Savings with 
Virtual SOX Compliance
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Why Can Virtual SOX Be Done Remotely?

·Not an audit

·Management Self Assessment

·Local administrative personnel

·As long as objective

·Relationship of objectivity to size of business
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Cost Savings with Virtual SOX Compliance



·Most cost effective: no travel time or travel costs

·Centralized ñtestersò are well trained and supervised 

·Minimal management disruption

·Efficient Audit Trail for Retests by outside auditors

·Planning

·Less Ad Hoc Meetings

·Audit Committee involvement

© Copyright 2009 : Lord & Benoit, LLC   www.Section404.org 

Cost Savings with Virtual SOX Compliance



·Give access to outside auditors 

·Send and share documents

·Version controls

·Backup virtual sites 

·Access control tools to prevent unauthorized on 
inadvertent file changes

·Automatic notification of document updates
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Cost Savings with Virtual SOX Compliance



by Michael Mooradian
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Cost Savings with Virtual SOX Compliance
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Management 

Ticket
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Cost Savings with Virtual SOX Compliance



For more about Virtual SOX go to

www.Section404.org
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Cost Savings with Virtual SOX Compliance

http://www.section404.org/


Learn to Apply Linkage Between 
SOX Efforts for Testing Controls 

and Cost Recovery Audits
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Testing Operating Effectiveness
ÅKey controls

ÅTest Plan

ÅUnderstand population

ÅSample selections and

document requests

ÅTesting

ÅSummarize

ÅRetest if necessary

ÅUpdate Summary

www.section404.org
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Linkage of Testing to Cost Recovery Audits



Expenditures Testing

ÅKey controls include cost recovery

ÅControls over duplicate payments

ÅEvaluations include monitoring

www.section404.org
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Linkage of Testing to Cost Recovery Audits



Sarbanes-Oxley Section 404

Other Free Resources

www.Section404.org

Additional Free Resources
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SOX Resource Center ïSection404.org

http://www.section404.org/
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RICHARD B. LANZA
CPA, CFE, PMP

President

www.findmillions.net

HOW TO SAVE MILLIONS
Pay for Your Department in 

Perpetuity
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Richard B. Lanza, CPA/CITP, CFE, PMP

Helps companies identify their hidden financial 
assets, mostly using technology and referring 

them to specialists. He has a decade and a half of 
experience in audit technology and recovery 

auditing, becoming a leading authority in these 
areas.  

Rich is the author of 12 publications and training 
courses in audit software and recovery, having 

over 100 articles for major audit and accounting 
publications. He has worked for companies 

ranging in size from $30 million to $12 billion, 
and in all he has helped them save money 

through the use of technology and recovery 
auditing.
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Introduction
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Why Recovery?

Å In a process flow of $100 million, a 0.1% error margin (that is 
.001 and standard for recovery engagements) translates into 
$100,000 in recoveries! Most recovery methods generate 
much higher returns (from 1% to 40% of the spend category)

Å Profit recovery audits measure the need for improvements
within the business process in specific dollar amounts 

Å There is no downside for all contingency engagements ($.70 
for every $1 you never knew you had is better than $0)

Å Help comply with Sarbanes-Oxley by using recovery auditing 
as an extension of your internal control testing 
teamé.bearing in mind this team has an incentive to identify 
issues
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Cost Saving Potentials

Source: Cost Recovery Solutions

Area Retro. Pro.

Accounts Payable 1 ï5% N/A

Advertising 1 - 6% 1 - 2%

Document Fleet 5% 20 ï40%

Freight ïPostage N/A 10 ï20%

Freight ïHeavy Freight 1 ï3% 5 ï11%

Healthcare N/A 4 ï8%

Real Estate .25 - $4 per sq. 

ft.

N/A

Travel & Entertainment N/A 10 ï20%

Utilities 2 ï10% 5 ï20%
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S-Ox Benefits

Å Accurate financial statement reporting
ï Identifies hidden assets 

ï Corrects overstated expenses

Å Detects fraud and deters fraudsters
ï Think of recovery projects as a proactive whistleblowing hotline

to detect fraud (mostly with vendors)

ï Remember that employees and vendors will ask ñWill I get 
caught?òso if no one is lookingé..fraud has more of a chance to 
happen.

ïCollusion is the leading method for almost all of the headline frauds 
and vendor audits / strategic sourcing reduces the ñspreadò to make 
vendor conflicts less attractive

Å Quantifies the need for improvement and focus in future year 
audits
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Control Framework Visualization
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Why Recovery?

Å Rather than increasing sales, recovery increases 
profits and earnings per share
ï Recovering $1 million to the pre-tax bottom line can 

equate to $10 million in sales.

Å Recovery audits create an air of transparency 
between your company and your business partners

Å Recovery audits provide the company an opportunity to 
learn from outsiders niche expertise as to industry 
best practicesé.for FREE! 

Å The Association of Work Process Improvement noted 
that for any manually keyed data, error rates exist 
between 2 - 4%.

Å Get it before it disappears since money left on your 
business partnerôs table will stay only so long before it 
is written up to income
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Overcoming Obstacles to 

Getting Recovery Started
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This is a No -Brainer
Dirty Little Secrets Why We Donõt Do Recovery

Å Egos may be hurt - Inviting outside auditors to find errors and shine 
a spotlight on a departmentôs shortcomings is hardly an attractive 
prospect for most managers

Å CEOôs are focused on sales targets, market growth and not on the 
bottom line

Å Team approach ïletôs get buy-in before a review

People

Å Can be perceived as a bounty service

Å Audits are confrontational which people tend to 
have an aversion to regardless of the resulting 
benefits
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ÅNo time allotted to departments to even select a 

recovery auditor...even when they work for free

ÅPerception that it will take a lot of the departmentôs time

ÅDepartment is in charge to decide if they 

get audited

This is a No -Brainer
Dirty Little Secrets Why We Donõt Do Recovery

Process
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This is a No -Brainer
Dirty Little Secrets Why We Donõt Do Recovery

ÅLack of data access ïRemember that great decisions 

require great information

ïInternal data access

ïAccess to external vendor data

ïExternal data not tabulated by companies

Technology

ÅEvery day, more of what we do 
becomes digital but are we using all 
of the tools to review the data, or just 
keep up with it?
ïMost accounting systems were built to 

process transactions and not to provide 
users access to the data for reporting 
purposes. 
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Overcoming Obstacles

Å People
ïGet over it! 

ÅAudits are healthy preventive maintenance

ÅInternal Audit needs to do be able to do their job

ï CEOs may not care about cost savings but CFOs do

Å Process
ïRecovery is 95% the auditor and 5% the company as far as effort is 

concerned

ïMore internal time is usually taken by a company to select a vendor 
than anything else to complete the audit.

ï There is never a ñbetterò time for a reviewé.you just need to do it!

Å Technology
ï Internal audit is in a great position to extract information

ï Learn from recovery providers by sampling their technology for free 
in the first audit
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Why Internal Audit is the WORST Department 

to Manage Recovery Efforts

ÅDonôt want to step on departmental toes 

ÅFind many of the recovery areas to be outside of their 
domain expertise (Finance and Accounting)

ÅThink they need to do it all themselves

ÅAfraid to admit that outsiders have the answers

ÅCanôt pull the trigger to do an audit

ÅAssess certain recovery areas as not large enough to 
warrant an audit
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Why Internal Audit is the BEST Department 

to Manage Recovery Efforts

Å Independence
ï Trumps the issue of "We found 

millions...now what do we do?" 

ï Have the companyôs interests at heart

ïWant to save money for the company, not 
egos

ï Contracts should never be audited by the 
same department

ÅLess IAD Resources
ïRecent studies have show internal audit to 

be more focused on regulatory aspects 
which has impacted their ability to complete 
operational audits

ï A shortage of skilled internal auditors is 
seen as the most critical challenge to 
fulfilling internal audit mandatesé.so use 
free recovery vendor resources!
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Why Internal Audit is the BEST Department 

to Manage Recovery Efforts

ÅAccess
ïHave an easy ability to request data, under their audit 

charter

ïCan enter most departments to do an audit, especially if they 
see potential risks

Å Improved Company Learning
ïLearn from recovery auditors with specialized methods, 

technology, and people.  Identify new control techniques that 
are not financial statement in nature but help save the 
company financially.

ïAble to take knowledge from one audit and apply it across 
the numerous silos of the company.  

ïAllows internal audit to be the knowledge base for cost 
savings.
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Why Internal Audit is the BEST Department 

to Manage Recovery Efforts

Re -Branding

ïChange the perception of IAD from solely being a 

regulatory watchdog

ïAllows IAD to show cost savings beyond those 

associated with doing more S-Ox work internally

ïIADs have an opportunity to re-brand before the 

pendulum swings too far back to cut them

ïRecovery providers have no issue letting IAD look like 

the ñstarsò
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The Quick Run -Through of 

Recovery Opportunities
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Profit Opportunities

ÅAccounts Payable

ÅAudit Fee Benchmarking

ÅAdvertising Agency

ÅDocument Fleet

ÅFreight

ÅHealth Benefits

Å Info. Technology

ÅLease

ÅMedia

ÅOrder to Cash

ÅProactive Fraud Detection

ÅProject Fraud

ÅReal Estate Depreciation

ÅSales & Use Tax

ÅStrategic Sourcing

ÅTelecom

ÅTravel and Entertainment

ÅUtilities
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Recovery Types
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ÅInternal Error and Fraud

ÅExternal Error and Fraud

ÅIndustry Benchmarking / Tax Advantages

ÅContractual Analysis

ÅContractual / Price Sheet Compliance

Categorically Speaking
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Profit Opportunity

Case Studies
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Accounts Payable
A Few Options

ÅD.I.Y. Reporting Service

ÅModerate scope fee/contingency audit
ïDuplicate payments

ïSupplier statements

ïTax issues

ÅFull scope fee/contingency audit
ïDiscounts

ïProcure to pay

ÅContinuous Monitoring
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Types of Recoveries

Å Pricing (charging errors, price protection, margin protection, 
mark-downs, promotions, etc.)

Å Discounts (Cash discounts not taken or wrong amount taken) 

Å Allowances (advertising, freight, promotions, defective, market 
development)

Å Duplicate payments (paid twice, wrong vendor paid - $.25 to 
$3.00 per invoice processed or .05% of values) 

Å Overpayments (wrong amount paid, credits on suppliersô books)

Å Taxes ï(sales and use tax, VAT)
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Reasons WhyéTechnology

Å System controls are not well-established to 
detect duplication

Å Reports are not pre-loaded with systems 

Å Reports are not regularly run (the forgotten 
task)

Å Reports are not perfected and lead to a great 
deal of false positives
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Reasons WhyéProcess/People

ÅSO MANY DETAILS TO LOOK AT!!!! 
ï70% of findings come from a manual review and some have  

nothing to do with the data reports

ÅA/P and Procurement do not always work well together

ÅA/P is the last to receive any funding
ïStaff are usually the lowest paid

ïTechnology advancements come last to A/P

ÅVendor duplication is a major cause of duplicate payments

ÅVendor billing schemes is one of the top frauds per the 
ACFE
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But We Already Do an Audit

ÅDo a secondary A/P audit

ÅGet a supplier statement auditor

ÅFocus on vendors that are ñrepeat offendersò to 

do additional audits

ÅAssess based on other recovery categories 

whether they are being seen as an A/P risk
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Advertising
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Some Truth in Comedy



67

Creative Firms Can Lead 

To Creative Billings
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What Clients Donõt Know

About Their Agency

1. Did you overpay the agency due to an error in paying the agencyôs invoice?

2. Did you overpay the agency due to an error by the agency in paying the agencyôs 
vendor invoices?

3. Are there charges posted by the agency that were paid on invoices by you that do 
not reconcile to the agency contract?

4. Are there cleansing adjustments or unsupported chargers made by the agency 
that were invoiced and paid by you?

5. What is the float cost absorbed by you for paying the agency prior to it releasing 
funds to their vendors or internal studio?

6. Are there any monies owed to you that are currently being held on the books and 
records of the agency?

7. Does a conflict of interest exist with a the agency supplier that leads to inflated 
charges being made to you than what is common in the marketplace?


