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The literature contained herein is not intended to

substitute authoritative literature published by the

respective regulatory agencies. Professionals are
advised to consult with legal and accounting
authorities on all matters before |mplement|ng

- professmnal standards.
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referenced Lord & Benoitods r ese

0 Almost all PCAOB-registered CPA firms worldwide,
use the Lord & Benoit e-newsletter as a source for
SOX research information.
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A SEC

A PCAOB

A AICPA g / -

ATMkruptcies, tight funding; changes in
Congress, ' Cfailures, fraud, overall

need fo
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American Accounting

Association

l,m.' American Institute of Financial Executives
./ » Certified Public Accountants International

] The Institute of
Institute of
Internal Auditors
Management Accountants
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http://www.sec.gov/jobs/jobs_accountants.shtml

The Sarbanes-Oxley Act of 2002, Section 404(a)
requires smaller public companies (non-accelerated
filers) with fiscal years ending after December 15,

2007 to document a Management Assessment of their
Internal Controls over Financial Reporting (ICFR)/./_/' '

Non-accgr@'agc%filers are companies with ~public float

under $75 milly

v
‘06 =
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Section 404(b) for non-accelerated filers
(the auditor attestation) was extended
until years beginning after December 15,

2008 = -

g—
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NManagement 0s eval uat
misstatement should include
consideration of the vulnerability of the —

rxugt(fraudulenta ctivity.o

-
- —
S

© 2009 Lord & Benoit www.section404.orqg

Lord &Benoit
Shining Light on Section 404 Compliance




Top Fraud Risks
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A The number one fraud risk was the ability
to sign checks and enter accounting
transactions.

A This opens the door to ongoing, perpetual
fraud without being caught.

A For example, a bookkeeper who has the
freedom ths to himself and

Ver it'up by booeking a transaction or In

q)e bank reconciliation.
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A A similar fraud risk is lack of segregation
of duties with electronic fund transfers.

A People who do not even have check-
signing authority have EFT or ACH
autqorlty

o
- /’

A EFT and"ACH is en q'uicker WEVALS
em oezzlgﬁéhecks.
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A Accounting systems that do not have
adeqguate access controls.

A For example, certain off-the-shelf
accounting software lets users revise
transaction dates and amounts WIﬂTOU'[

leaving'an audit trail.
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A Payroll is not reviewed by anyone other
than the person doing It.

A Such personnel can create fictitious
employees, give themselves or others
raises, make adjustments to payroll and
pay people after they've been terminated.

A Having OMl services does not

‘sulate companies from this fraud risk.
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A Another top fraud risk was when checks
were received by those with access to
accounts receivable records.

A In this scenario, personnel can set up
commercial enterprises with similar
names, and deposit checks in bogus

accounts W credits as if the

&ecks were deposited.
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A Having accounting people who are also IT
administrators Is also a high fraud risk.

A Users may delete transactions, give
access control to others, gain access to -
accounting systems outSIde their assigned
responsibilities. '
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A Companies did not have a second
person reviewing journal entries,
particularly non-recurring journal entries.

A Fraudulent reporting is surfaced through
general ledger overrides

A These are.cause incentives,
pressures an onalizations.

‘I entries should be proofread.
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A Many audit committees of smaller public
companies were not regularly informed
about internal control matters, even
though these committees have uItlmate
oversight responsibility.

A Without'knowing the facts; these

committee,w corporate

dqvernance ability.
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A Although ethics training was very high on
the COSO list of requirements, in practical
reality many smaller public companies
have no communication or monitoring of
ethical values throughout the organization
through:employee handbooks, codes of

conduct, e_wn-offs or quizzes.
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A Many smaller public companies did not
bother with background checks, opening
themselves up to greater fraud potential
and expensive lawsuits.
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A Many smaller public companies had no
whistleblower programs in place.

A One of the first lines of defense against
fraud Is giving managers and employees-a
safe;method of reporting potential fraud.

A

-

-
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A Inadequate follow-up and oversight of
company credit cards

A Unlimited use of paypal accounts
A Debit cards ”

’ —//
\ e —
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A Board of directors did not define and
communicate authorities retained at the
board level and those delegated to

management, such as by an approval
matrix.

A Some traWestments or cash
accounts Set up without Board

Wapproval.
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A Board of directors did not actively evaluate
and monitor risk of management override
of internal control and consider risks

affecting the reliability of fmanual
reportmg? —
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A Audit committee did not actively monitor
the effectiveness of internal control over
financial reporting and flnanC|aI statement
preparation? : =

_/
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A Audit committee did not meet privately
with the internal auditors to discuss
relevant matters?
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A Lack of adequate access control over
automated records, including controls over
and review of computer systems event
logs. — =

. -
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A Management Incentives and Pressures

Lord &Benoit
© 2009 Lord & Benoit www.section404.org




A Accounting Opportunities
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A Attitudes/Rationalizations to Misstate
Financial Statements and Reporting =

> /

\ P
—
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A Accountability
A Communication and Respect
A Commitment to Customers

AFairness and Integrity
AHumanRelationship
A Innovation .

“eward:s' ip
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